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OF CRITICAL INFORMATION

Auditors need

to know what
critical data their
organization is
storing and who
can access it.

¥ now maost readers

are familiar with

the story of Edward

Snowden leaking
the existence of the .5,
Mational Securty Agency’s
(N5A's) PRISM surveillance
systern to the media, To
the MNSA, that was critica]
information. PRISM was
supposed to be “top secrer,”
yer the NSA trusted such
critical informarion to an
outside contractor.

The N5A incident raises
questions about whether
otganizations understand
whag their critical Informa-
tion is and who can access
ir. Each year, many internal
andit departments develop
their audit plans assuming
that their ofganization can
answer those questions, This
is 2 bad assumption because
some organizations are stll
struggling to appropriately
assess the ngks of critical
informarion governance
and management.

For internal audi-
tots, a good starting point
to understand the cuttent

stare of their organization’s
information governance ated
MANAZEMEDT process 1s the
related policies. These poli-
cies detail the organizarions
requirements for defining,
creating, storing, accessing,
using, and transmitting crit-
cal data, as well as making it
available, Some organizations
have done an excellent job
of defining these policies,
whereas others are stll defin-
ing their requirernenis and
may make only 2 portion of
this information available

to auditors,

What Information
Is Critlcal?
Information is proliferated
4Cr0ss an organization in
many ways~—thtough moh.
ile devices, in the doud, or
via its own servers or a ser-
vice providers’ servers, Typi-
cally, an erganization must
sift through all this data to
identify the critical informa-
tion. Auditors could locate
this information through a;
© RIsk assessment. An
effective risk assessment

pragram enables an
organization to identify
the critieal information
and the tisks associared
with it

& Buslness impact
anatysts. Performed
duting an organization’s
business continuiry or
disaster recovery plan-
hing, a business impact
analysis idenrifies its
critical information and
recovery-time objectives,

© Data classification.
Organizations that have
implemented a data
classificarion policy typi-
cally identify confiden-
tial information such as
trade secrers.

Where Is It Storad?
Detzrmining where the criti-
cal informarion resides can
ger technical for auditors
because most of the infor-
madon resides in databases,
files, and folders. Audirots
may need the IT depart-
ment’s help o identify these
systems and learn how they
store critical data. Moreovet,
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this informarion could reside ontside of the organization's IT

environment through an outsourced entity or in the cloud.

Auditors need to trace the critical information as it moves

from within the organization 1o the outside world by:

€ Checking with the dara architect to understand the data
dictionary, dara models, and metadata definitions and
verify where the eritical information resides.

© Reviewing the third-parcy vendor agreements and con-
traces to see whether they detail the type of information
that external parties can access.

©  Asking the IT security group o provide details abour
information residing in identity and access manage-
Ment Sy$tems.

Who Has Access?

Auditots also need to find out who has access o the organiza-

tions critical information. They can look for several conrrols:

© Does the organization have a good process for adding
new users and deleting werminated users (i.e., provision-
ing and deprovisioning)? Docs the process have 2pprov-
als from informarion owners?

© Are the access rights reviewed and updated periodically
by information owners? Does the review process incor-
porate the extended enverprise (i.e., outsourcers, third-
party vendors, and cloud solution providers).
@ Are the accesses logeed appropriately for later review?
@ Arc the access logs reviewed for inappropriate attempts?
Third-party providers are the weakest link in security con-
trols for many organizations. Ofien, organizations put their
own etployees through rigorous security controls but have
minimal controls ovet third-party contractors who have
access to information,

How Is It Used?

The next step for internal auditors is understanding how the

ctitical inforrmation is used across the organization’s IT sys-

tems. Specifically, auditors need to know how dara leaves dhe

networtk and whether the informartion can be hacked. To find

out, they should ask these questions about secutity controls:

©  If the critical information is leaving the organization’s
network, does the organization know where it is going? Is
a log kepr of all critical information leaving the networl
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© It critical dara encrypted before it leaves the networl?

®  Does the organtzation comply with regulatory and privacy
laws, such as those covering personal health informaton,
when the critieaf information leaves the networl?

€  Can an exrernal hacker access critical infomation? Docs
the organization have enough security controls, such as an
intrusion detection system, to identify such a threar?

Is It Available?

Aunditors should consider whether critical information is
available when needed. The network and IT architccrs can
provide auditots information about tedundant technology
that is in place ro ensure the availability of data.

In addition, audirors should detertnine whether the
organizacion is prepared to handle incidents where the tech-
nology fails or a human error causes the information ro be
unavailable. Specifically, auditors should focus on two areas:
the disaster recovery and incident response plans.

Disaster recavety plans are wriren in case service is ipter-
tupted. Auditars should review chese plans to see whether
they are complete and up-to-date— the documentation, of

the plan matches with the technology in place—and the plan
has been rested recently. Many organizations do not test their
disaster recavery plans before they have 2 “live” incident.

The organization’s incident response plan details its pro-
cadutes and personnel for managing and sesolving incidents.
Whereas the disaster recovery plan addresses the availabiliey of
data from a technology perspective, the incident response plan
addresses the availability from a process or peaple perspective.

Understanding Is Key

If internal audit has a good grasp of the otganization's cricical
information governance and management, its annual audic
plan may be more impactful and provide better assuranes for
that information. On the other hand, if this governance and
tmanagement process is not well understood, the audir plans
might cover only a subset of the intended audi scope and
Jeave the organization with unanricipated risk. I8
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