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Evolution

Most Organizations relied on

Tk is pl;@}éctf'd ﬂk’a‘t blackberry
~Andr01d and: fOS©

" will-be the leading iPhone and iPad changed the

- - operating system :
Ffi« Smaft dzmes i executive landscape

Y from 2011 On.

IT under pressure to also
support

 iOS (Apple)

e Android (Google)

e Windows Mobile (Microsoft)
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Yo Step 1 -

e o= Collect the following documents:
V\flth’out §h@s@l;‘1ft O
fdeVlcer use policy, it ° ©

is difficult to ° " - e Smart Device security Policy

~comimunicate the .
organization’s e IT Infrastructure architecture

posture on the use of documents

e Smart Device Use Policy

such devices. Thisis. -
a key first stepand

.Ausually 1nvolves IT — e Reports produced from MDM

e MDM procedures
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mAudi’t Step2

Understand the smart device
environment:

» Isthe device a corporate device or is BYOD (Bring Your Own

V\flth’out §h@s@’i;1ft O

: deVlcer use poljcy, it © ©
s difficultto © .7 o
~comimunicate the
"organlzatLon S
posture on the use of

- such devices. Thisis. A
a key first stepand
. usually 1nvolves IT

Device) is allowed?
Is the corporate data separated from the personal data?

Is personal use of the device allowed (Can you play Angry
Bird on your device?

Is an agreement in place where the employee abides with
the corporate security policy?

Has the employee agreed to remote wipe of the device

Record of their phone calls may be viewed by corporate?

Is confidential data residing on the device? If so, what are
the procedures in place to monitor and control the
confidential data?

What type of smart devices are allowed? Apple only?
Android only? Others?

Is there a backup strategy and procedure in place for smart
devices?

Is the smart device connecting to the corporate network?
How is it being connected?

How are applications pushed to the device? Is the
corporation developing its own apps? Do they have their
own app store? Marketplace?



: On(;enltdas l?nGl/fn h?ow
- the smart: d‘émces ‘will
‘be “lised, des1gn1ng
thg supporting IT.~
anchltecture is the
logical " next step.

~ This  ° architecture
maps to the ex1st1ng~

: IT archltecture
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) Audit Step 3

Understand the IT architecture
supporting the smart device
environment:

e Is the MDM solution cloud based
solution or internally deployed?

e Is the solution hosted by a third
party or self supported?

e Is there a business associate
agreement in place with the
vendor?



Audit Step 4

Understand the smart device

‘ n ko(\

Q_ﬂd&i (enus\e (P,O}l is
defined q;l\ ~the - IT
‘archlteeture de51gned
then‘the security policy -
needs  to be -

documented - to

' determine Ahow ~the .
smart device will be
_secul}ed . to 'p;rotegt_

security features:

Verify that the password policy is meeting industry
standards

Review the encryption requirements (specially for
confidential data) and how encryption is deployed

Is there a requirement for port controls on a device
(camera usage, bluetooth usage, WiFi controls)?

What procedure is in place for remote wipe/locking and
unlocking of device

What procedure is in place for reporting of lost devices
How the devices are tracked and monitored

What device configuration is pushed as profile to the
device (VPN? Email? Etc.)

How are the delivery of applications controlled to the
device? Does the corporation use blacklisting?
Whitelisting? How are the features implemented?

What audit and monitoring features are turned on?
What reports are being generated?



Audit Step 5

o Understand how the devices are
Ofice % {‘) enrolled into the MDM software

‘pohcy andws‘eaﬁqtyo

i o N e Does the organization use self-

e R registry? How do users register
is" the time to - their device?
~deploy the

i : e How do users re-register when
" solution to register th h ool
e ey purchase new device or
" _deploy the Secumyh_ . replace an existing device? What
s , - happens to the old device? Is the
data wiped off the device?

e How is it verified that the
appropriate security policy has
been pushed to the device?




Audit Step 6

Review the email, calendar and

el stquQ : contact information
~ make emallmcalendar

e e How is email synced with the

; 5mfprmauonava11able 5 corporate servers? Is the email

to the device. With encrypted?
BB, it was easy using -

* the BES Server, SM = e Where and how is virus checking

makes it easy for performed?
‘MAndrmd and 1OS ’




Audit Step 7

Review the corporate apps running

I8 y811f Q?gan@uop on the device

* making mobijle apps : T
> avallab% o ]’T i pp X e Review the homegrown applications

T;everyone? Areyour - and how the data is stored and

customerswillbe encrypted on the device?

, ?2 A , o
using your apps? Are  Review the whitelisting and

“ these apps browser - - T
based? Arethese blacklisting deployment

-f”»Cl‘ltlcal aPPS? ' _.j e ; '. e Review the authentication procedure
WA for the applications — passwords?
How are they authenticated? Is there
an authorization process with
corporate data?




Audit Step 8

Review the device connection to

Do (you want@ allew 7

i the corporate network
your corporate - e What type of remote connection is
g ~net‘Work toaccess - ?
: used?
Mcé’r‘porate R - . . . .
data/files/folders?. -~ e What authentication is used prior

- What is your remote -
access policy? What >

- security is required to network

el Ot LLE CE e i e What encryption protocols are in
place for the remote connection?

to allowing access to corporate




Audit Step 9

Review the regulatory and

‘f_Most or . el . .
: have to Gom-pz?mnt: . Comphance requlrements

several regulations - e What reports and controls are in
Pl place to support the HIPAA, SOX,

' réquirements. SM’s
management - PCI and other regulatory and

- framework provides - - compliance requirements
for complianceand

. governance activities




Audit Step 10

Review management reports

w5 :“ “ Q;ﬁi}_ )
R
o n S ’,\\ S

S”Mt‘i I}iaﬂage@emo e What reports are reviewed by
framework pm\/lde(s 0

for customlzed management?
°~3§%¥§S ar;d . » What key statistics are monitored
oards. The S :
dashboard canbe .. ° and reviewed?

- deployed at an
executive level, or at a
detall level :
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Audit Step 11

oz W Review other device support
| »M”"J‘k}ng S‘Efe @a@ the services like eDiscovery,
proper aut it Supporto o : :
18 pmwded arfd the- - l1t1gat10n flOld etc.
-appropriate :
0 mdnltormg is
."performed isan .- o«

- important step of -
SM’s management ;
o framework '
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) Audit Step 12

Document the risks and draft a

e o

Mali“? B Suire @3&"‘3% report
- proper aucbt supporrt)

s pmwded arfd the- -

o ;approprlate

: mdnltormg 1s
.ﬂperformed isan - ..

- important step of -
SM’s management
: framework —
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