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About CBOK

The Global Internal Audit Common Body of Knowledge (CBOK) is the world’s 
largest ongoing study of the internal audit profession, including studies of inter-

nal audit practitioners and their stakeholders. One of the key components of CBOK 
2015 is the global practitioner survey, which provides a comprehensive look at the 
activities and characteristics of internal auditors worldwide. This project builds on two 
previous global surveys of internal audit practitioners conducted by The IIA Research 
Foundation in 2006 (9,366 responses) and 2010 (13,582 responses).

Reports will be released on a monthly basis through July 2016 and can be 
downloaded free of charge thanks to the generous contributions and support from 
individuals, professional organizations, IIA chapters, and IIA institutes. More than 
25 reports are planned in three formats: 1) core reports, which discuss broad topics, 
2) closer looks, which dive deeper into key issues, and 3) fast facts, which focus on a 
specific region or idea. These reports will explore different aspects of eight knowledge 
tracks, including technology, risk, talent, and others.

Visit the CBOK Resource Exchange at www.theiia.org/goto/CBOK to download 
the latest reports as they become available.
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Note: Global regions are based on World Bank categories. For Europe, fewer than 1% of respondents were from Central Asia. 
Survey responses were collected from February 2, 2015, to April 1, 2015. The online survey link was distributed via institute email 
lists, IIA websites, newsletters, and social media. Partially completed surveys were included in analysis as long as the demographic 
questions were fully completed. In CBOK 2015 reports, specific questions are referenced as Q1, Q2, and so on. A complete list of 
survey questions can be downloaded from the CBOK Resource Exchange.

CBOK 2015 Practitioner Survey: Participation from Global Regions

SURVEY FACTS

Respondents 14,518*

Countries 166

Languages 23

EMPLOYEE LEVELS

Chief audit  

  executive (CAE) 26%

Director 13%

Manager 17%

Staff 44%

*Response rates vary per 
question.
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Are the primary and emerging technology risks in your organization being iden-
tified and managed appropriately? This is one of the key questions that audit 

committees and boards of organizations everywhere are asking. This report provides 
internal auditors, board members, and audit committees with key information to help 
navigate the most important technology risks today. 

You will learn:

●● The top 10 technology risks
●● Key questions for internal auditors to ask about these risks
●● Key activities for addressing technology risks

 The top 10 risks were identified using interviews with chief audit executives (CAEs) 
and information technology (IT) specialists from Africa, Latin America, the Middle 
East, Europe, Canada, and the United States. In addition, perspectives about technol-
ogy risks are reported from the CBOK 2015 Global Internal Audit Practitioner Survey, 
the largest survey of internal auditors in the world. The order of the risks may differ in 
priority depending on the market in which you operate.

This  report not only guides readers through the maze of complex current and 
emerging technology issues, it also addresses the organizational side of risks caused by 
low levels of IT skills within the internal audit department and the lack of awareness 
among the board of directors.

Executive Summary
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Cybersecurity is probably the most 
discussed IT topic among executives, 

internal auditors, audit committees, and 
the board of directors. Therefore, it is #1 
on our list of technology’s top 10 risks. 

One of the biggest cybersecurity risks 
facing organizations is the possibility of 
external perpetrators stealing sensitive 
or confidential data. Most organizations 
recognize the damage such data breaches 
can cause to their brands and reputations. 
Exhibit 1 confirms these sentiments, as 
more than 70% of survey respondents 
consider the risk of a data breach as exten-
sive or moderate. It is also worth noting 
that the IT specialists consider this risk 
to be even higher (82%). This may be 
explained by the fact that IT specialists 

understand the technology better and 
know the gaps that can be exploited. 

Internal Audit’s Role

Internal auditors can play an integral role 
in the organization to ensure that cyber-
security risks are addressed appropriately. 
Depending on the size of the organization, 
the role they play may vary in terms of the 
activities they perform and the questions 
they may ask. Within small organizations 
(with fewer than 1,500 employees), 5 out 
of 10 internal audit departments perform 
minimal or no cybersecurity-related audit 
activity; whereas the internal audit depart-
ment performs extensive audit activity 
related to cybersecurity within 4 out 10 of 
large organizations. (Q92, n = 9,929)

1 Cybersecurity

❝ Regarding cyber­

security, most 

leaders don’t 

understand how 

much risk they are 

assuming.❞

—Scott Klososky,   
Partner in Future Point 

of View, LLC, USA

0% 20% 40% 60% 80% 100%

4-Extensive risk

3-Moderate risk

2-Minimal risk

1-No risk

Average of all respondents

Accounting specialists

Risk management specialists

IT specialists

Note: Q93: In your opinion, what is the level of inherent risk at your organization for the 
following emerging information technology (IT) areas? Those who answered “not applicable/ 
I don’t know” were excluded from the calculations. Due to rounding, some totals may not 
equal 100%. n = 1,038 for IT; n = 1,139 for risk management; n = 1,678 for accounting; n = 9,426 
for all respondents.

Exhibit 1 Risk Levels for Data Breaches That Can Damage the Brand

 3% 15% 36% 46%

 5% 19% 42% 35%

 12% 21% 40% 27%

 7% 20% 39% 34%
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KEY QUESTIONS FOR INTERNAL AUDIT TO ASK 

1.  Is the organization able to monitor suspicious network intrusion?

2. Is the organization able to identify whether an attack is occurring?

3. Can the organization isolate the attack and restrict potential damage?

4. Is the organization able to know whether confidential data is leaving 
the organization?

5. If an incident does occur, is a written crisis management plan in place 
that has been tested and is in line with organizational risk?

6. If an incident does occur, does the organization have access to forensic 
skills to assist with the incident?

7. Is the incident team in place and do they know their roles and 
responsibilities?

KEY ACTIVITIES FOR INTERNAL AUDIT TO PERFORM

1. Conduct an annual independent vulnerability scan and a penetration 
test of the external facing network.  

2. Verify that simulation exercises are performed in relation to the orga-
nization’s crisis management plan to prepare the incident team in case 
of an actual incident. 

3. Conduct an audit of network architecture to determine compliance 
with network policy and procedures.

4. Conduct an audit of a recent incident and determine whether the pol-
icies, procedures, and tools were applied as planned and whether the 
forensic experts were deployed during the incident.

❝ Auditors should 

ensure that their 

company has 

a process for 

learning from their 

own experiences 

and those of other 

organizations. 

Collaboration is 

occurring, for 

example through 

the Financial 

Services—

Information 

Sharing and 

Analysis Center, a 

global organization 

used extensively in 

the financial insti­

tution industry for 

sharing ideas to 

combat cyberse­

curity and related 

threats.❞

—James Alexander,  
 CIA, CFE, CISA,  

Chief Risk Officer,  
Unitus Community   

Credit Union, 
Portland, Oregon
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2 Information Security

Although cybersecurity receives a lot 
of media attention, information 

security is just as critical and comes in 
at #2 on our list of technology’s top 10 
risks. Information security refers to pro-
tecting the confidentiality, integrity, and 
availability of information that is critical 
to the organization. 

In the past, most organizations focused 
on protecting the network perimeter 
and spent a considerable portion of their 
security budget on perimeter defense, 
investing in network perimeter appliances 
such as firewalls, intrusion detection, 
intrusion prevention, content filtering, 
and network monitoring. However, with 
all the current news about large-scale data 
breaches, it is obvious that focusing only 
on the network perimeter is not the right 
strategy. It is a foregone conclusion that 
if external perpetrators want to penetrate 
an organization’s network, they will find 
a way to do so. The focus now is on a 
layered defense of critical information, 
rather than a single layer of protection 
against the network perimeter. 

A good information security program 
in an organization usually has an execu-
tive or high-level manager, such as a chief 
information security officer (CISO), who 
is responsible for the program. At a min-
imum, an information security program 
encompasses:

●● Robust risk assessment process
●● Effective governance and compli-

ance procedures
●● Documented and communicated 

information security policies and 
standards

●● Effective security awareness 
training program

●● Efficient access control 
procedures

●● Tested disaster recovery, business 
continuity, and incident response 
programs

●● Operational asset management, 
network management, patch 
management, and change man-
agement processes

●● Tight physical security

Internal Audit’s Role

Internal audit has a major role to play 
in ensuring that an organization’s infor-
mation security program is effective and 
efficient. Internal audit plans should 
continue to include both physical secu-
rity and cybersecurity activities, although 
cybersecurity activities will probably 
increase more rapidly. As shown in 
exhibit 2, more than 75% of respondents 
plan to increase cybersecurity activity, 
compared to 52% for physical security.

Decrease

Stay the same

Increase

75%

3%
22%

Decrease

Stay the same

Increase

52%
7%

41%

Note: Q94: In the next two to 
three years, do you think the 
internal audit activity related 
to these technology areas will 
increase, decrease, or stay the 
same? n = 11,163.

Exhibit 2 Audit 
Coverage

Cybersecurity of 
Electronic Data

Physical Security for 
Data Centers
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KEY QUESTIONS FOR INTERNAL AUDIT TO ASK

1. When was the last time the information security policy was reviewed 
and updated?

2. What is the success rate of the information security awareness training 
program? Is the training mandatory? What are the repercussions for 
those who have not yet completed the training?

3. When was the last time a risk assessment was performed? Is risk 
assessment performed for all new third-party vendors?

4. Does the organization simulate incidents to determine their readiness?

5. When was the last disaster recovery test performed? Was it success-
ful? What issues were encountered?

6. What compliance requirements does the organization have? Health 
Insurance Portability and Accountability Act of 1996 (HIPAA)? 
Sarbanes-Oxley Act of 2002 (SOX)? PCI Security Standards Council?

7. Can an external perpetrator penetrate the physical parameter using 
social engineering? (An example of this kind of breach would be a per-
petrator starting a casual conversation with an employee outside the 
building and following the employee into the building when he or she 
scans the badge to enter.)

8. Does the organization log and monitor the activities of privileged 
users (those who have administrative authority to manage the IT 
environment)?

KEY ACTIVITIES FOR INTERNAL AUDIT TO PERFORM

1. Perform a vulnerability scan for the internal network. 

2. Review the access control review process. Are the owners actually 
reviewing the access list or is the review a compliance exercise, where 
the owners just say “approved” without actually looking at the list? 

3. Use third parties to conduct a simulated attack and audit the results. 
For example, conduct a phishing email exercise to determine the 
effectiveness of the awareness training program (medium and large 
organizations).

4. Audit the backup of critical information and verify that the backups 
are performed routinely.

5. Audit the activity of privileged users and verify that only authorized 
users have the privileged capabilities. Also, verify that privileged users 
are logged and monitored.

6. Perform an audit of those third parties who have access to the orga-
nization’s critical assets, or review the third parties’ Statement on 
Standards for Attestation Engagements (SSAE) No. 16 reports (large 
organizations). 

❝ Organizational 

information 

security and risk 

management 

can’t enable 

containment of 

key risks without 

employees being 

informed about 

managing the 

risks and being 

empowered to take 

action.❞

—Grace Lwanga,   
Technical Director,  

 IT Audit, World Vision 
International
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3 IT Systems Development Projects

❝ Organizations need 

to learn quickly 

from any systems 

development 

mistakes so they 

can become more 

successful at 

developing and 

implementing core 

applications for the 

enterprise.❞

—Edward Carr,   
IT Audit Chief,   

Office of Internal Audit, 
State of Ohio

Note: Q94: In the next two to three years, do you think the internal audit activity related 
to these technology areas will increase, decrease, or stay the same? Topic: Audits/project 
management assurance of major projects. n = 11,019.

Exhibit 3 Assurance for Major IT Projects in the Future 

0% 20% 40% 60% 80% 100%

DecreaseStay the sameIncrease

Global Average

North America

Europe & Central Asia

Latin America & Caribbean

East Asia & Pacific

Middle East & North Africa

Sub-Saharan Africa

South Asia  73% 22% 5%

 73% 23% 4%

 68% 26% 6%

 63% 27% 10%

 62% 34% 4%

 57% 39% 5%

 54% 43% 3%

 61% 33% 6%

A large portion of IT’s budget is spent 
on system development projects and, 

therefore, the topic comes in at #3 on our 
list of top 10 technology risks. To remain 
viable, almost every organization will need 
to develop or update their technology 
systems. Unfortunately, the chances of 
success are low. According to the CHAOS 
Report published by The Standish Group, 
IT systems development projects per-
formed as follows over an extended time:

●● Overall success rate: 16.2%
●● Challenged projects: 52.7%
●● Impaired (canceled): 31.1%

One study estimated that software 
failure costs companies $50 to $80 billion 
annually.*

The majority of survey respondents 
recognize the importance of continuing 
or increasing audits and assurance of 
major technology projects (see exhibit 3). 
About 6 out of 10 of all respondents 
expect to increase these audits. 

Objectives for core system projects 
must be monitored throughout devel-
opment and after implementation. 

* CIO Journal, January 2014, as quoted in 
The Wall Street Journal.
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Examples of project objectives not 
achieved in many organizations are 
missed deadlines, cost overruns, efficien-
cies not delivered as expected, flawed 
software that was not tested before imple-
mentation, reduced integration from the 
initial plan, and less functionality than 
was identified in the business case when 
the project was approved.

Finally, another important issue is 
weak leadership, which can undermine a 
project at many levels. Common areas of 
weak leadership include:

●● The project champion at the 
executive level offers limited 
support or is unengaged. 

●● Business analysts are weak or not 
appropriately trained.

●● Risk management is weak or poor.
●● Project manager or management 

is weak or inexperienced.
●● Project steering committees are 

ineffective.

Internal Audit’s Role

Internal audit should consider per-
forming audits for each aspect of the 
systems development life cycle (SDLC). 
Typical elements of the SDLC include 
a feasibility study, requirements study, 
requirements definition, detailed design, 
programming, testing, installation, and 
post‐implementation review.*

* See ISACA Glossary of Terms avail-
able at www.isaca.org/Knowledge-Center/
Documents/Glossary/glossary.pdf.

EXPECTATIONS 
GAPS

Here are some common 
reasons why IT systems 
development projects 
fail to meet manage-
ment expectations:

●	Forced implementa-
tion dates (the date 
of project comple-
tion is set before 
the project team 
performs appropri-
ate planning and/or 
project estimation 
techniques)

●	Unrealistic 
expectations

●	Expectations and 
resources do not 
match

●	Consequences for 
weak project per-
formance are not 
applied consistently 

●	Infrequent/ 
inaccurate status 
reporting (earned 
value not used)

KEY QUESTIONS FOR INTERNAL AUDIT TO ASK

1. How are the projects approved within the organization?

2. How are the projects kicked off or initiated within the organization?

3. How are the projects managed within the organization?

4. Do major projects have an executive management champion?

5. Is there a project steering committee in place, and are meetings held 
periodically?

6. If vendors are involved in the project development, what is the con-
tract administrative process?

7. Are monthly status reports provided?

8. What process does the organization follow if the project is running 
over budget or taking more time to complete?

9. Does the organization have a process in place to cancel projects if 
objectives are not being met?

10. Does the IT organization conduct studies of user satisfaction with the 
outcome and cost of IT projects? 
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KEY ACTIVITIES FOR INTERNAL AUDIT TO PERFORM

1. Conduct audits throughout the lifecycle of key IT systems develop-
ment projects. The lifecycle includes contract compliance, project 
management, costs (such as vendor staffing/billings), project progress, 
change orders, incentive/bonus programs, and so on.

2. Participate in project audits with the vendor’s audit/quality teams to 
limit the number of audits and/or gain additional knowledge. This will 
also minimize disruption to the project.

3. Conduct an audit of the organization’s project management 
methodology.

4. Review the portfolio of projects and audit whether the methodology is 
being followed, especially for projects that are not within budget or on 
time.

5. Verify that the users are involved in changes to the project scope and 
deliverables.

6. After the project is completed, review the results of the user satisfac-
tion study conducted by the IT organization, or conduct your own user 
satisfaction study to verify the results provided by the IT organization.

7. Determine whether a project post mortem/lessons learned activity 
occurs and is used for future project process improvement.

For more information, see The IIA’s GTAG 12: Auditing IT Projects, 2009, 
available at www.theiia.org under Standards & Guidance.



12 ● Navigating Technology’s Top 10 Risks

In the wake of recent corporate scandals, 
significant blame is being placed not only 

on corporate governance but also on IT 
governance. Therefore, this topic is #4 on 
our list of top 10 technology risks. 

In many organizations, management is 
questioning the amount of money spent 
on IT, and there is increased emphasis to 
monitor IT costs. This increased empha-
sis is also due to the widening gap of 
what IT thinks the business needs and 
what the business thinks IT can deliver. 
At a minimum, a good IT governance 

program must have the following three 
elements:

●● Clear alignment to business
●● Measurable value delivery to 

business
●● Accountable controls of resources, 

risk, performance, and cost

About 3 out of 10 respondents say 
internal audit activity for IT governance 
at their organization is none or mini-
mal, which is an area of concern (see 
exhibit 4). Considering the amount 

4 IT Governance

DEFINITION OF IT 
GOVERNANCE

IT governance consists 
of the leadership, 
organizational struc-
tures, and processes 
that ensure that the 
enterprise’s informa-
tion technology 
supports the organi-
zation’s strategies and 
objectives.

—From International 
Professional Practices 
Framework (Altamonte 
Springs, FL: The Institute of 
Internal Auditors, 2013), 43.

COMPONENTS 
OF EFFECTIVE IT 
GOVERNANCE

l	Organization 
and governance 
structures

l	Executive leadership 
and support

l	Strategic and opera-
tional planning

l	Service delivery and 
measurement

l	IT organization and 
risk management

—From GTAG 17: Auditing 
IT Governance (Altamonte 
Springs, FL: The Institute 
of Internal Auditors, July 
2012).

0% 20% 40% 60% 80% 100%

Global Average

East Asia & Pacific

South Asia

North America

Latin America & Caribbean

Middle East & North Africa

Europe & Central Asia

Sub-Saharan Africa

4-Extensive activity

3-Moderate activity

2-Minimal activity

1-No activity

Note: Q72: What is the extent of activity for your internal audit department related to 
governance reviews? Topic: Reviews of governance policies and procedures related to 
the organization’s use of information technology (IT) in particular. CAEs only. Those who 
answered “not applicable/I don’t know” were excluded from the calculations. n = 2,545.

Exhibit 4 IT Governance Activity

 4% 23% 45% 28%

 8% 21% 43% 27%

 14% 16% 45% 25%

 8% 22% 45% 25%

 9% 21% 49% 22%

 6% 12% 62% 21%

 14% 28% 43% 15%

 9% 22% 45% 23%
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of money spent on technology and its 
impact on customers and operations, 
nearly all internal audit departments 
should have at least moderate activity for 
IT governance. Among survey respon-
dents, the broadest level of activity for IT 
governance is in South Asia, with 8 out 
of 10 respondents reporting moderate or 
extensive activity.  

Internal Audit’s Role

Internal audit can help the organiza-
tion by providing assurance where IT 

is performing well and has appropriate 
controls in place to mitigate risk based on 
the organization’s risk tolerance. Another 
equally important business objective is 
for the IT infrastructure to be in place to 
take advantage of opportunities to move 
the business forward.

Small internal audit departments 
appear to have difficulty allocating time 
to review IT governance. In audit depart-
ments with three employees or fewer, 4 
out of 10 say they have no or minimal 
activity for IT governance (see exhibit 5).

HOW TO PLAN AN 
IT GOVERNANCE 
AUDIT

In scoping and execut-
ing an IT governance 
audit, the internal audit 
engagement team 
should: 

l	Determine whether 
the IT function aligns 
with and under-
stands the organiza-
tion’s objectives and 
strategies. 

l	Determine the 
effectiveness of IT 
resource and perfor-
mance management. 

l	Assess risks that 
may adversely affect 
the IT environment.

—From GTAG 17: Auditing 
IT Governance (Altamonte 
Springs, FL: The Institute 
of Internal Auditors, 
2012), 15.

0%

20%

40%

60%

80%

100%

50 or more25 to 4910 to 244 to 91 to 3

4-Extensive
activity

3-Moderate 
activity

1-No or 
2-Minimal activity

Number of Employees in the Internal Audit Department

Note: Q72: What is the extent of activity for your internal audit department related to 
governance reviews? Topic: Reviews of governance policies and procedures related to 
the organization’s use of information technology (IT) in particular. CAEs only. Those who 
answered “not applicable/I don’t know” were excluded from the calculations. n = 2,497.

Exhibit 5 IT Governance Activity Compared to Internal Audit 
Department Size

41% 30%

19% 17%
20%

42%
49% 47% 45% 42%

17%
21%

33%
37% 38%
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KEY QUESTIONS FOR INTERNAL AUDIT TO ASK

1. What activities is IT performing to align with business? How often does 
IT meet with business to understand their needs?  

2. What is the business perception of IT capabilities and performance?

3. How does IT determine the value it provides to the business?

4. How do IT executives determine the appropriate number of resources 
to be employed within IT?

5. Does IT perform an IT risk assessment periodically?

6. Does IT have key performance metrics defined to measure its 
performance?

7. How does IT manage its cost?  

KEY ACTIVITIES FOR INTERNAL AUDIT TO PERFORM

1. Assess the “tone at the top” of the IT organization in relation to corpo-
rate culture, defined performance measures/expectations, service-level 
agreements (SLAs), customer service, and so on.

2. Periodically, perform an audit to determine whether the IT function 
aligns with and understands the organization’s strategic priorities. 

3. Review the effectiveness of IT resource and performance management.

4. Assess risks that may adversely affect the IT environment. 

5. Audit the cost measures in place within the IT environment. 

6. Survey the business to determine the business leaders’ perception of 
IT capabilities and performance.

7. Compare the compliance program within the organization to estab-
lished frameworks such as Control Objectives for Information and 
Related Technology (COBIT), Committee of Sponsoring Organizations 
of the Treadway Commission (COSO), National Institute of 
Standards and Technology (NIST), and International Organization for 
Standardization (ISO) 27001 and ISO 27002, as appropriate (large 
organizations).
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As mentioned in the previous section,  
an increased focus on IT costs has 

resulted in the outsourcing of some key 
IT services. This has resulted in even more 
focus on IT governance and elevated 
outsourced IT services to #5 on our list of 
the top 10 technology risks. Outsourced 
IT services can expose an organization to 
risk that may remain undiscovered until 
a failure occurs. In some cases, outsourc-
ing places essential technology processes 
outside the direct control of management. 
On average, 6 out of 10 internal audi-
tors surveyed say they expect an increase 
in audits of outsourced IT services over 

the next year (see exhibit 6). The largest 
increase is expected in Sub-Saharan Africa 
and the smallest in Europe.

Internal Audit’s Role

Internal auditors can prevent some out-
sourcing problems from occurring by 
getting involved earlier in the outsourcing 
cycle. For example, internal audit should 
ensure that the initial contract addresses 
oversight, monitoring, auditing, physical 
and logical security, appropriate staffing, 
a contact person, access to informa-
tion, business continuity plans/disaster 
recovery, SLAs, and reporting. 

5 Outsourced IT Services

❝ Outsourcing IT 

services equates to 

providing someone 

the keys to your 

kingdom and 

expecting/trusting 

them to manage 

the information as 

you would.❞

—Drew Perry,   
CISSP, CISA ,  

IT Compliance Manager,  
Ashland, Inc.

0% 20% 40% 60% 80% 100%

Global Average

Europe & Central Asia

East Asia & Pacific

North America

Latin America & Caribbean

Middle East & North Africa

South Asia

Sub-Saharan Africa

Decrease Stay the sameIncrease

Note: Q94: In the next two to three years, do you think the internal audit activity related 
to these technology areas will increase, decrease, or stay the same? Topic: Audits of IT 
procurement, including third parties or outsourced services. n = 11,020.

Exhibit 6 Future Audits of Outsourced IT

 74% 22% 4%

 71% 25% 4%

 67% 28% 5%

 63% 33% 4%

 59% 39% 3%

 59% 31% 10%

 55% 41% 4%

 61% 34% 5%
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KEY QUESTIONS FOR INTERNAL AUDIT TO ASK

1. Are the outsourced services significant to the organization?

2. Does the organization have a well-defined outsourcing strategy?

3. What is the governance structure relating to outsourced operations? 
Are roles and responsibilities clearly defined?

4. Was a detailed risk analysis performed at the time of outsourcing, and 
is regular risk analysis being done?

5. Do formal contracts or SLAs exist for the outsourced activities?

6. Does the SLA clearly define key performance indicators (KPIs) for 
monitoring vendor performance?

7. How is compliance with the contract or SLA monitored?

8. What is the mechanism used to address noncompliance with the SLA?

9. Are the responsibilities of owning the data system, communication 
system, operating system, utility software, and application software 
clearly defined and agreed upon with the service provider?

10. What is the process for gaining assurance on the operating effective-
ness of the internal controls on the service provider’s end?

KEY ACTIVITIES FOR INTERNAL AUDIT TO PERFORM

1. Get involved early in the outsourcing contract process.

2. Audit a third-party vendor and review their SLAs and KPIs.

3. Review a third-party service where a noncompliance occurred and 
determine whether the appropriate steps were taken.

4. Ensure that all source code delivered by the outsourcer is scanned for 
malware.

5. Audit the decision-making process of determining how an organization 
decides what elements of IT should be outsourced.

6. Select an existing key vendor and review the risk assessment per-
formed before selecting the vendor.

RESOURCES

Auditing Outsourced 
Functions, 2nd Edition, 
by Mark Salamasick 
(Altamonte Springs, FL: 
The Institute of Inter-
nal Auditors Research 
Foundation, 2012).

GTAG 7: Information 
Technology Outsourc-
ing, 2nd Edition (Al-
tamonte Springs, FL: 
The Institute of Internal 
Auditors, 2012).
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The speed with which social media 
spreads messaging has prompted 

organizations to define social media pol-
icies and procedures, which is why it is 
#6 on our list. These policies have mainly 
focused on the ways employees can use 
social media tools and the restrictions 
imposed on them as to the content that 
can be shared on social media. If an 
employee violates the social media policy 
and posts a harmful message, the poten-
tial risks for an organization include:

●● Exposure to legal liability, such 
as defamation, harassment, and 
privacy violations

●● Leakage of proprietary informa-
tion or trade secrets, which could 
impact competitiveness

●● Damage to the organiza-
tion’s reputation through 
false, disparaging, or reckless 
communications

As shown in exhibit 7, the current 
activity of assurance by internal audit for 

6 Social Media Use

RESOURCE

Auditing Social Media: 
A Governance and Risk 
Guide by Peter Scott 
and Mike Jacka (John 
Wiley & Sons with The 
IIA, 2011).

Note: Q92: For information 
technology (IT) security in 
particular, what is the extent 
of the activity for your 
internal audit department 
related to the following areas? 
Those who answered “not 
applicable/I don’t know” 
were excluded from the 
calculations. n = 9,747.

Exhibit 7 Assurance 
for Employee Use of 
Social Media

4-Extensive 
activity

3-Moderate 
activity

1-No or 
2-Minimal activity

57%
12%

31%

0%

20%

40%

60%

80%

100%

50 or more25 to 4910 to 244 to 91 to 3

4-Extensive
activity

3-Moderate 
activity

1-No or 
2-Minimal activity

Note: Q92: For information technology (IT) security in particular, what is the extent of 
the activity for your internal audit department related to the following areas? Topic: The 
organization’s procedures for how employees use social media. Those who answered “not 
applicable/I don’t know” were excluded from the calculations. n = 8,980.

Exhibit 8 Social Media Assurance Compared to Internal Audit 
Department Size

23%
28%

32%
38% 37%

71%

63%
57%

46%
42%

6%
9% 10%

17%
21%
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employee use of social media is very low. 
Nearly 6 out of 10 respondents report no 
or minimal activity. Only 1 out of 10 say 
they have extensive activity. Larger inter-
nal audit departments are more likely to 
be active in social media assurance (see 
exhibit 8). Nevertheless, 4 out of 10 of 
the largest internal audit departments still 
indicate no or minimal activity in this area.

To address the social media risks, 
organizations must incorporate the fol-
lowing steps as part of their social media 
procedures:

1. Define an appropriate social 
media business-use policy.

2. Communicate the policy via a 
security awareness and training 
program.

3. Implement the policy through 
deployment of “content filtering” 
software for technologies, such as 
Web 2.0.

4. Monitor the results to ensure the 
policy is being followed.

5. Enforce the policy for those who 
violate it.

Internal Audit’s Role

Internal auditors can play a key role 
in managing the risks associated with 
social media. They can play the role of 
consultants while the organization is 
implementing the steps outlined above. 
In addition, internal audit should con-
sider including a social media audit as 
part of its annual audit plan.  

KEY QUESTIONS FOR INTERNAL AUDIT TO ASK

1. How does the organization use social media to reach its clients or 
customers?

2. What content is allowed to be posted on social media sites?

3. Is there a group or person responsible for monitoring the actual con-
tent available on social media sites (performing a scan of social media 
sites)?

4. What content is monitored by the “content filtering” software? Who 
monitors the alerts created by the software?

5. What are the consequences for an employee who violates the social 
media policy?

KEY ACTIVITIES FOR INTERNAL AUDIT TO PERFORM

1. Perform an audit of social media policies and procedures.

2. Review the adequacy of the awareness training to ensure that the 
social media topic is covered.

3. Understand the use of “content filtering” software and its effectiveness 
to monitor the content’s entry and exit.

4. Perform an independent scan of social media sites to determine the 
organizational content that is available.
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The proliferation of mobile devices as 
well as improvements in technology, 

features, and applications have revolu-
tionized the workforce and given new 
meaning to the term “mobile computing 
and mobile worker,” and is #7 on our list 
of top 10 technology risks. Yesterday’s 
mobile worker typically worked with 
a laptop, connecting remotely to the 
organization’s network. Today’s mobile 
worker typically harnesses more com-
puting power by working with mobile 
devices such as phones or tablets that use 
specially designed applications to con-
duct business. 

Mobile devices provide organizational 
users with portable computing power, 
Internet connectivity wherever there is 
Wi-Fi or cellular service, and the conve-
nience of having one device for personal 
and business use. At the same time, 
mobile devices—whether organization- 
or employee owned—have introduced a 
myriad of device and network configura-
tion risks that challenge an IT department’s 
traditional approach to risk management. 

Security Risks

Information stored on mobile devices 
may include personal and organizational 
data. It may be compromised if the device 
is physically lost or stolen, the device user 
leaves the organization without deleting 
company data from the device, or appro-
priate security controls are not in place 
and operating as intended. 

Compliance Risks

With the advent of bring your own device 
(BYOD), organizations largely rely on 
users to comply with applicable policies 
and procedures, such as guidelines for 
updating software or operating systems. 
Users who consider updates to be overly 
intrusive or degrading to the performance 
of the device might choose not to install 
the updates or to bypass controls.  

Privacy Risks

BYODs may raise privacy concerns from 
the perspectives of the organization and 
the employee. For example, it may be 
increasingly difficult for an organization 
to protect a stakeholder’s privacy when 
personally identifiable information (PII) 
is accessed or stored on a smart device. 
Conversely, employees may have privacy 
concerns that their smart device enables 
intrusive monitoring by the organization, 
or that the organization might inadver-
tently wipe personal information (e.g., 
pictures and contact information) from 
their device when organizational data is 
deleted.

Management Risks

BYODs require the management of 
expanded IT support services. As the 
number of device types increases, so does 
the potential for network vulnerabili-
ties. In addition, when the devices are 
upgraded, the requirement to properly 

7 Mobile Computing

❝ Information travels 

with its users, 

therefore security 

data must be as 

robust in mobile 

devices as it is in 

the headquarters. 

Tablets, personal 

computers, 

mobile phones, 

Smartwatches, 

etc. are small data 

centers where most 

of the company´s 

strategic infor­

mation is stored 

(or data enough 

to attack the 

central servers). 

The amount of 

equipment that is 

stolen and/or lost 

aggravates the 

situation.❞

— Alejandro Rembado 
Mendizábal, CAE, 

Telefonica de Argentinal
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dispose of the device may increase man-
agement risk. If BYODs are provided 
for outside service providers, the man-
agement of organizational data on the 
service provider’s BYOD devices may 
increase management risks as well.

Legal Risks

An organization needs to understand the 
legal implications of storing its data on 
smart devices, such as whether and how 
litigation holds and e-discovery require-
ments apply. 

Internal Audit’s Role

As shown in exhibit 9, only 51% of 
the internal audit departments reported 
moderate or extensive activity, which 
means almost half the organizations are 
doing no or minimal activity in this area. 

❝ Online banking in 

Africa and parts 

of the Middle East 

poses a great 

risk than in other 

regions due to the 

high use of cell 

phones for online 

banking.❞

—Grace Lwanga,  
 Technical Director,   

IT Audit, World Vision 
International

Note: Q92: For information 
technology (IT) security in 
particular, what is the extent 
of the activity for your internal 
audit department related to 
the following areas? 

Exhibit 9 Assurance for 
Use of Mobile Devices

4-Extensive 
activity

3-Moderate 
activity

1-No or 
2-Minimal activity

49%
16%

35%

KEY QUESTIONS FOR INTERNAL AUDIT TO ASK

1. Does the organization have a process to inventory all mobile comput-
ing devices?

2. How does the organization manage stolen or lost mobile computing 
devices?

3. How does the organization manage BYODs?

4. How does the organization manage the content on mobile devices 
when an employee leaves the organization?

5. Are the mobile devices encrypted?

KEY ACTIVITIES FOR INTERNAL AUDIT TO PERFORM

1. Perform an audit of the inventory process of mobile computing 
devices.

2. Perform an audit of how lost or stolen devices are managed.

3. Understand the way an organization decides on the type of informa-
tion that can be stored on the mobile devices.

4. Verify that sensitive information is not stored on mobile devices or that 
sensitive information is encrypted.



www.theiia.org/goto/CBOK ● 21

The number of qualified IT auditors 
is a continuing problem for internal 

audit, and the topic is #8 on our list of 
top 10 technology risks. Among survey 
respondents, only 10% say they specialize 
in IT (see exhibit 10). This problem is 
caused by a number of things, the most 
prevalent being that IT professionals have 
the opportunity to use new technology 
and command higher salaries than IT 
auditors, says Mark Salamasick, executive 
director of Audit Academic Institutions 
for the University of Texas System. 
“Salaries for auditors with a technology 
background/expertise are generally not in 
line with salaries of IT positions, resulting 
in less than optimum IT audit-skilled 
auditors in many organizations.”

 One approach to increase the number 
of auditors with IT skills is to provide IT 
training to operational/financial auditors 
with an IT aptitude. However, it can be 
difficult for these internally trained inter-
nal audit staff members to establish their 
credibility with the IT department and 
management. Sudarsan Jayaraman, man-
aging director for IT Consulting Services 
for Protiviti–Middle East, commented, 
“IT auditors need more specialized skills 
to be successful in performing many 
high-risk audit activities/engagements. 
Unless IT auditors have high-level skills, 
including experience as IT professionals, 
management is often not comfortable 
with their skills and audit results.” 

8 IT Skills Among Internal Auditors 

No specialization

Other specializations

Performance auditing

Management

Fraud

Operations

Financial reporting

Compliance

Information technology (IT)

Risk management

Accounting

25%
18%

12%

10%
5%

4%

3%

9%6%5%

3%

18%

12%

10%

9%

6%

5%

5%

4%

3%

3%

25%

Note: Q11: In addition to performing general internal audit activities, do you have an area of 
technical specialization for which you have had formal training and in which you spend a 
majority of your time working? n = 13,144.

Exhibit 10 Technical Specializations Among Survey Respondents
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Internal Audit’s Role

Internal audit can take several steps to 
address the shortage of IT skills within 
their department. The first step is to take 
an inventory of IT skill shortage within 
their group by: 

1. Understanding the types of 
technologies used within the 
organization

2. Mapping the technology 
skills within the group to the 
technologies used within the 
organization

3. Identifying the skill gap for all the 
technologies that are not covered 
by the internal audit group

After the gaps are identified, internal 
audit has several options to address the 
skill gaps:

Option 1: Develop the skills internally 
by allocating an appropriate amount of 
budget and providing training to the 
team.

Option 2: Implement a process of 
rotating IT skills by working with the 
chief information officer (CIO).

Option 3: Work with a third-party 
service provider to outsource or co-source 
and address the IT skill gap.

KEY ACTIVITIES FOR INTERNAL AUDIT TO PERFORM

The following six action items are useful for developing relationships 
between internal audit and the IT department and to increase awareness of 
IT processes in general:

1.  Build relationships with key IT staff and demonstrate how IT audit adds 
value to the organization.

2. Attend key IT meetings (e.g., IT systems development project steering 
committees, information security updates, new technologies, etc.) to 
better understand significant IT challenges and risks.

3. Meet periodically with primary IT staff members, including the chief 
technology officer (CTO) and the CISO.

4. Hire auditors who have backgrounds in technology to increase IT skills 
and audit credibility with IT management.

5. Perform IT governance audits.

6. Work with and share information about key organizational risks with 
other risk management, governance, control, and compliance areas 
to reduce duplication of effort and minimize disruption to an already 
overwhelmed IT staff.

Finally, report to the board about progress achieved in these six activities. 
This will strengthen the technology understanding of the board and audit 
committee and will hold internal audit accountable for growth in IT auditing 
effectiveness.
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The pace with which the technology is 
changing and evolving is mind- 

boggling and can rapidly introduce 
new risks to an organization. Therefore, 
the topic of emerging technology is #9 
on our list of top 10 technology risks. 
Emerging technology can mean differ-
ent things to different organizations. To 
some, the use of smart devices may be 
an emerging technology; in others, the 
use may already be established. For the 
purposes of this discussion, we define 
emerging technology as that which is 
not in use within the organization today 
but may be deployed in the near future. 
Examples include:

●● Predictive data analysis
●● Big data
●● Fog computing (where cloud 

computing is extended to the 
edge of the enterprise’s network)

●● 3D printing (where printers 
are programmed to output 
three-dimensional objects)

●● The Internet of things (where 
everyday objects like refrigerators 
or microwaves have network 
connectivity and can send and 
receive data)

●● Robotics

It is also possible that a certain tech-
nology may already be deployed within 
one industry (for example, big data in 
the financial sector) but not in other 
industries. These differences would affect 
the perceived level of risk as well. As 
exhibit 11 shows, the finance industry 
perceives the highest level of risk for big 
data reliability.

Internal Audit’s Role

Internal audit can play a key role in 
the adoption of emerging technolo-
gies within the organization. It can get 
involved in the early stages of the eval-
uation process of a new technology and 
provide guidance in terms of its risk and 
control requirements. For example, if 
an organization is considering adopting 
the cloud computing services for the 
first time, internal audit can be part of 
the technology task force to determine 
the additional risks introduced by such 
an environment (or, in some cases, the 
reduction in risks).

9 Emerging Technologies
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KEY QUESTIONS FOR INTERNAL AUDIT TO ASK

1. Does the organization have a team that evaluates emerging IT 
technologies?

2. Does the organization have a formal process of evaluating emerging 
technologies?

3. How does the organization identify the risks introduced by emerging 
technologies?

4. What current projects are underway where new technology will be 
deployed within the production environment?

KEY ACTIVITIES FOR INTERNAL AUDIT TO PERFORM

1. Obtain an inventory of current technologies in use.

2. Understand the new projects where emerging technology may be 
deployed.

3. Audit the risk process for emerging technologies (how risk is identified 
during the evaluation of emerging technology).

4. Discuss with the IT technology team to understand their strategy for 
adopting emerging technologies.

0% 20% 40% 60% 80% 100%

Average

Other organization type

Privately held
 (excluding financial sector)

Public sector (including
 government agencies and 

government-owned operations)

Publicly traded
 (excluding financial sector)

Not-for-profit organization 

Financial sector (privately
 held and publicly traded)

4-Extensive 
risk

3-Moderate 
risk

1-No or 
2-Minimal 
risk

Note: Q93: In your opinion, what is the level of inherent risk at your organization for the 
following emerging information technology areas? Those who answered “not applicable/ 
I don’t know” were excluded from the calculations. Due to rounding, some totals may not 
equal 100%. n = 9,373.

Exhibit 11 Big Data Reliability Risk Compared by Organization Type
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 23% 52% 25%

 31% 47% 22%
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 32% 42% 26%

 37% 43% 20%

 29% 44% 27%
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A number of organizations have 
limited IT expertise represented on 

their board of directors. Therefore, this 
topic is #10 on our list of top 10 tech-
nology risks. An appropriate level of IT 
knowledge on the board is necessary for 
the board to hold IT accountable for per-
formance. Gunther Meggeneder, senior 
vice president, Corporate Internal Audit 
and Compliance, ista International, 
observes, “It is important for the Board/
Audit Committee over the next few years 
to have more IT expertise similar to how 
they have progressed in having strong 
financial representation.”

Because IT enables the business and 
requires a significant investment, it is 
risky for a board to lack IT knowledge.

“Within the next four to five years, 
every Board of Directors should have an 
IT technologist or at least have someone 
that sits on their advisory board,” says 
Scott Klososky, partner in Future Point 
of View, LLC.

Internal Audit’s Role

Internal audit plays a key role and is 
the main conduit of bringing technol-
ogy awareness to the board and the 
audit committee. It is responsible for 
gauging the technology savviness of its 
audit committee and playing the role of 
educator and/or consultant to the audit 
committee.  

10 Board and Audit Committee 
Technology Awareness

❝ In problem post 

mortems, a 

frequent root cause 

is that people 

didn't under­

stand their own 

business—‘how it 

works’ and ‘what 

if?’ To overcome 

this problem and 

give people the 

opportunity to act 

before it's too late, 

it's vital to create 

an environment 

where people can 

deeply understand 

their situation and 

options.❞

—Brian Barnier,   
Principal, ValueBridge 

Advisors & Fellow, OCEG

KEY QUESTIONS FOR INTERNAL AUDIT TO ASK

1. What is the organization’s IT strategy if technology changes are 
planned?

2. Does the audit committee understand the IT risks, and can it relate in 
context of enterprise risks?

3. Does the audit committee understand its responsibility and role it 
plays in context of enterprise risk and technology awareness?

KEY ACTIVITIES FOR INTERNAL AUDIT TO PERFORM

1. Ensure that technology awareness is included in meetings with the 
audit committee.

2. Act as advisors to the organization when it is making decisions on 
emerging technology (e.g., when the organization is planning to move 
sensitive information in the cloud or when sensitive information is 
housed with a third-party service provider).
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Internal auditors have worked diligently to think strategically, understand the business, 
and add value. Now they need to be proactive to identify emerging technologies that 

could impact their organizations. Experts offer these recommendations: 

1. Implement a process for being situationally aware.

2. Watch for warning signals in your industry or environment.

3. Ask “what if?”

4. Maintain a list of emerging technology risks and opportunities that can be 
reviewed to determine their potential impact.

5. When a risk or opportunity is identified, take action to follow up in response. 

Although it is impossible to predict the future, we can be certain that the technology 
landscape will change. Internal auditors should be prepared to adapt. 
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